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1 | EXTERNAL DYNAMICLISTS (EDL)

An External Dynamic list is a text type of file hosted on an external web server. A firewall can import objects such as IP Addresses,
Domain names and URLs from the EDL and enforce the required policies on the incoming traffic. The EDL can be modified in real-time
and the firewall is able update its policies correspondingly. In case the EDL becomes unreachable due to network issues, the firewall uses
the most recently imported EDL. Thus EDLs provide a convenient way to enforce network policies on a firewall without manual labor.
The Palo Alto Networks Firewall supports four different types of EDLs:

1. IP Address: The policy can be applied for a source or destination IP address present as a static object in the EDL.

2. Predefined IP Address: A predefined IP address list is referred to the Palo Alto Networks Malicious IP Address Feeds.
These feeds can be used to enforce policies on the network traffic if you have an active Threat Prevention license.

3. Domain: An EDL of domain type can be used to import custom domain names to enforce a network policy based on an
Anti-Spyware profile.

4. URL: An external dynamic list of URL type can be used to filter the network traffic from malicious URLs.

2 | EDLSIN PAN-OS FIREWALL

Below we elaborate on how to create EDLs of all the above mentioned types.

2.1 | CREATING AN EDL OF TYPE IP ADDRESSES

Log into Palo Alto Networks Firewall by typing your username and password.

paloalto

NETWORKS®

Username

Password

Figure 1: Login to PAN-OS Firewall management portal
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Click on Objects from the top menu-bar and External Dynamic Lists option from the left menu. Click on Add button from the bottom
menu-bar to create anew EDL.

m palog[llp

e
o
¥
‘
P

Dashbeard AGG Monitar Policies Objects Metwork Device

5 Adtressen L
(5 Ackiress Groups:

[ reame = Lochtion Csscaipion Solroe Certiicne Profil Frequency

w @ GhEalP et
N HiP Gbjes

Wy HiP Frofies
@ Exterrial Dymamic Lists ff—p— ®
w [ [ cusiom Objects
i Data Paniems
2 spvware
o e abiity
PURL Caegory

ol Vet Protictisn
P URL Fitering
13 Fiie Blodeng

@ WRIF e Analysis

£ D, Fiering

B oos Proweciion
[ Securty Profie Groups
1%} Log Fonwardng

[T ti— @
& Decrygii ‘

8 Decryption Frofie
1 schedules

Figure 2: Steps to create a new EDL in PAN-OS Firewall

A new dialog box to create the EDL will open up. Type the desired Name and Description. Select IP List as the type of the new EDL from
the Type drop-down menu. Use the SlashNext Plaintext type feed for Phishing IPs pointed to by:

( )

https://intel.slashnext.cloud/api/intel/ips?authkey=XxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

O Important Note
Please note that if the user wants to use MineMeld output for the EDL, use the FEED BASE URL from output node for IP intel

here instead of the above SlashNext threat intelligence API here.
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Finally select Hourly option from the Repeat drop-down menu which refers to the update interval at which the EDL retrieves the feed

from SlashNext endpoint and updates itself. You can also click on Test Source URL to verify the status of the source used for the new
EDL.

External Dynamic Lists

Name | SlashNextIntel-PhishingIPs-EDL
CreateList  List Entries And Exceptions

Type IP List -

Description  External Dynamic List for SlashNext Phishing |Ps feed.

Source | https:/fintel slashnext.cloud/apifintel/ips?authkey=XxXoouaOaOOOO00ON00GNN000

Server Authentication

Certificate Profile | None

Repeat Hourly L d

e DS

Figure 3: Configuration settings for SlashNext Phishing IPs EDL

Click on the List Entries And Exceptions menu from the top menu-bar to see all the entries of the EDL fetched from the selected feed
source. Please note that at this point, the List Entries will be empty and an EDL in PAN-OS Firewall is only updated if it is used in at-least
one Policy so, you have to create a new policy using this newly created EDL. Click on OK to finish the creation of EDL. In section 3, we
explain how to create policies based on different types of EDLs created in this section.

2.2 | CREATING AN EDL OF TYPE DOMAINS

Similarly we create an EDL for malicious domains provided by SlashNext domains feed according to the settings shown in Figure 4.

External Dynami

Name | SlashNextintel-PhishingFQDNs-EDL

Create List | List Entries And Exceptions

Type  Domain List A

Description  External Dynamic List for SlashNext Phishing Domains feed.

Source | htps:/intel.slashnext.cloud/apifintel/domains 2auUthkey=)o00eaGaaoUOOUGOOOHUONCO0NNNN
Server Authentication

Ceriificate Profile | None

Repeat  Hourly -

Figure 4: Configuration settings for SlashNext Phishing Domains EDL

The Type of the EDL in this case is selected to be Domain List and the Source URL is given as:

Vs

https://intel.slashnext.cloud/api/intel/domains?authkey =xxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

© Important Note

Please note that if the user wants to use MineMeld output for the EDL, use the FEED BASE URL from output node for FQDN
intel here instead of the above SlashNext threat intelligence API here.
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2.3 | CREATING AN EDL OF TYPE WILDCARD URLS

Finally, we create an EDL to cater Widlcard URLs from SlashNext Wildcard URLs feed. The source of the EDL is given to be as:

( )

https://intel.slashnext.cloud/api/intel/wildcardurls?authkey=XxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

O Important Note
Please note that if the user wants to use MineMeld output for the EDL, use the FEED BASE URL from output node for wildcard
URL intel here instead of the above SlashNext threat intelligence API here.

External Dynamic Lists

Name | SlashNextintel-PhishingWildcardURLs-EDL
Create List | List Eniries And Exceptions

Type URL List -

Description  External Dynamic List for SlashNext Phishing Wildcard URLs feed.

Source ‘ https:#intel.slashnext.cloud/apifintel/wildeardurls ?authkey=XxX o000

Server Authentication

Certificate Profile | None e

Repeat | Hourly -

Figure 5: Configuration settings for SlashNext Phishing Wildcard URLs EDL

3 | POLICIES IN PAN-OS FIREWALL

In this section we explain the procedure to create different policies to block malicious traffic, based on the EDLs created in the previous
section.

3.1 | CREATING A POLICY BASED ON IPS EDL

Click on Policies from the top menu-bar and select Security from the left menu then, click on the Add button from the bottom menu-bar
to create a new policy based on IPs EDL.

# paloalto

Dashbeard ACC Monitos Palicies Dbjects Metwotk Device & @ contg & Sen

o s =
i oz 2 i

G Pebiy Bussd Formarding s Tags Zone Addeess usar HiP Prolle
o Decrypion

£ Tunnel inspecion
B Appicanion Overnde
8 Muhenicnion ET S =
B 005 Pionaction 4 renne-eful

) Finer try e g in rube:
) Pk Diiler Hepabtl

Figure 6: Steps to create a new policy in PAN-OS Firewall
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A new dialog box by the name Security Policy Rule will open up. In the General tab, select a suitable name for your policy.

ecurity Policy Rule

General Source Destination | Application Service/URL Category | Actions

Name ‘ gIPs-Policy]
Rule Type universal (default)

Description

Then go to the Source tab and check Any checkbox for Source Zone and Source Address panel. This means that you are applying no filter
on outgoing traffic from your network.

General Source User | Destination | Application Service/URL Category | Actions

% Any &% Any
M| source Zone [ | Source Address

Qrd O Qrd @
[} Negate

Now go to the Destination tab and select any option from the drop-down list in the Destination Zone. In the Destination Address panel,

select the Phishing IPs EDL created in the previous sections. By doing so, you are restricting the users on your network to access
anything on the internet that is malicious and present on our Phishing IPs EDL.

General Source Destination | Application Service/URL Category | Actions

oy -]
@ | Destination Zone Destination Address
& -
Ad -

idress
DNS-SINKHole

External Dynamic List

. SlashNextintel-PhishinglPs-EDL

Region
0.0.0.0-0.255.255.255 (Reserved(0.0.0.0-0.255.255.255);
10.0.0.0-10.255.255.255 (Reserved(10.0.0.0-10.255.255.
100.64.0.0-100.127.255.255 (Reserved(100.64.0.0-100.1

127.0.0.0-127.255.255.255 (Reserved(127.0.0.0-127.255
Add © E

169.254.0.0-169.254.255.255 (Reserved(169.254.0.0-16¢
172.16.0.0-172.31.255.255 (Reserved(172.16.0.0-172.31
192.0.0.0-192.0.0.255 (Reserved(192.0.0.0-192.0.0.255)]
192.0.2.0-192.0.2.255 (Reserved(192.0.2.0-192.0.2.255),
192.168.0.0-192.168.255.255 (Reserved(192.168.0.0-19;

187 86 A A 167 50 AR AEE MacanmAl105 80 60 A 105 0
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Finally, go to the Actions tab to select the desired action in case the firewall detects any packet that is coming from a source marked as
malicious in our IPs EDL. In our case we want to deny any such traffic so select Deny from the Action drop-down list. For a complete

understanding of different actions, please refer to Security Policy Actions. Click OK to save our newly created policy.

General | Source Destination | Application | Service/URL Category | Actions

Action Setting Log Setting

Action | BEY v || Log at Session start
Deny
Allow
Drop
Reset client

[/ Log at Session End

Log Forwarding | None

Other Settings
oo Sett Reset server
rolile Setting Reset both client and server Schedule | None b
Profile Type 'None hd QoS Marking | None v

| Disable Server Response Inspection

3.2 | CREATING A POLICY BASED ON DOMAINS EDL

To blocks access to malicious domains, first we need to create an Anti-Spyware profile based on our previously create EDL. This profile
can then be attached in a security policy to enforce the necessary restrictions. PAN-OS Firewall also allows DNS Sinkholing for malicious

domains to a Palo Alto Networks' or a user defined sinkhole server.

Let us first create an Anti-Spyware profile based on malicious domains EDL. Go to the Objects tab and select Anti-Spyware from the

Security Profiles sub menu on the left as shows in Figure 7.
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Figure 7: Steps to create a new Anti-Spyware profile
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A new dialog box by the name of Anti-Spyware Profile will open up. Add a friendly name for the profile and then click on the DNS
Signatures tab. Click on the Add button to select our Phishing Domains EDL from the drop-down list. Select the appropriate Action on
DNS Queries option according to your own need. In this case, we can simply block the malicious domains. Click on OK to finally save the
new profile.

Name  SNXIntel-PhishingF QDNs-Profile

Description

Rules = Exceptions = ONS Signatures

.‘ External Dynamic List Domains | Action on DNS Queries
Zlasga‘s“ Networks DNS sinkhole | DN Threat ID Exceptions ‘ Threat Name

E
@ SIushNextInLd -PhishingFQDNs: "1

alert

allow
| block
sinknole
B Add O Delete
Sinkhole 1PV Palo Alto Networks Sinkhole IP (125.65.111) | =
Sinkhole IPV6 | 1Pv6 Loopback IP (1) -
Packet Capture | gisable P ovs ez o [ © : ©

Next, we go the Policies tab to create a new policy for malicious domains. After selecting a suitable name for your policy in the General
tab, go to the Source tab and check the Any checkbox for both Source Zone and Source Address.

General | Source Destination | Application | Service/URL Category | Actions

. SOUCEAMUESS

Sl O Ad @

(] Negate

Similarly, for the Destination we select the Any option for both Destination Zone and Destination Address.

General | Source Destination | Application

Service/URL Category

V]
[l Destination Address

Actions

Ord @ Sad O

] Negate

SLASHNEXT THREAT INTELLIGENCE INTEGRATION GUIDE PAN-OS FIREWALL | USER GUIDE 1.0.0 8



et le

:!‘};: SLASHNEXT SLASHNEXT.COM

Finally, go to the Actions tab and from the Profile Setting pane, choose Profiles as the Profile Type from the drop-down list.

Security Palicy Rule

General | Source Destination | Application | Service/URL Category | Actions

Action Setting Log Setting
Action | Allow - || Log at Session Start
send ICMP Unreachable [V Log at Session End
Log Forwarding  None v
Other Settings
Profile Setting Schedule None A
PofleType [None  |= QoS Marking None v
Profiles [] Disable Server Response Inspection
Group
None

Some further options will appear in the Profile Setting pane. Select the recently created Anti-Spyware profile from the Anti-Spyware
drop-down list. Finally, click on OK to save the malicious domains policy.

General | Source Destination | Application | Service/URL Category | Actions
Action Setting Log Setting
Action | Allow - || Log at Session Start
Send ICMP Unreachable || Log at Session End
Log Forwardin
Profile Setting og 4 | Nane -
Profile Type  Profiles w  Other Settings
Antivirus | None - Schedule | None -
Vulnerability None - QoS Marking | None -
Protection
[ pisable Server Response Inspection
Anti-Spyware | None -
URL Filtering | None
default
File Blocking | sSNXIntel-PhishingFQDNs-Profile
strict
Data Filtering
new J8 Anti-Spyware
WildFire Analysis S8
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3.3 | CREATING A POLICY BASED ON WILDCARD URLS EDL

PAN-OS firewall also supports direct protection against malicious URL via a URL Filtering profile based on our URL EDLs. These URL
Filtering profiles can then be used to create a new policy to block malicious traffic. Therefore, let us first create profiles Wildcard URL
EDLs to be later used in creating policies.

Go to Objects — Security Profiles — URL Filtering and click on the Add button present at the bottom as demonstrated by Figure 8.

paloalto
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Figure 8: Steps to create a new URL Filtering profile

Use a suitable name for the Profile and select our Phishing Wildcard URLs EDL from Category list in the Categories tab. Finally, select
suitable action for the firewall to take from the drop-down list under Site Access as show in Figure 9.

URL Filtering Profile
Name  SNXIntel-PhishingWCURLSs-Profile
Description

Categories  Overrides  URL Filtering Settings ~ User Credential Detection ~ HTTP Header Insertion

She Aiase User Credential
Submission
wranslation allow allow
ravel allow allow
unknown allow allow
weapons allow allow
web-advertisements allow allow
web-based-email allow allow
=] web-hosting allow allow
y + aliow allow
[¥) SlashNextintel-PhishingWildcardURLs-EDL + o] ~ allow
s R e alert
allow
block

continue
= o]
=

Figure 9: Configuration Settings for Wildcard URLs Profile
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Finally, we can use our recently created URL Filtering Profiles in creating a new policy. Go to Policies — Security and click on Add to
create a new policy.

Select a suitable name and use the Any option for both Source and Destination as done in Section 3.2 Next, select Profiles from the
Profile Type drop-down list in Profile Setting pane. In the URL Filtering option, select the recently created URL Filtering Profile and click
on OK to create the new policy.

General | Source Destination | Application | Service/URL Category | Actions
Action Setting Log Setting
Action | Allow v [ Log at Session Start
Send ICMP Unreachable [/ Log at Session End
Log Forwardin
Profile Setting g 9| None e
Profile Type  Profiles v  Other Settings
Antivirus | None - Schedule | None v
Vulnerability None - QoS Marking | None v
Protection
|| Disable Server Response Inspection
Anti-Spyware | None -
(L2 RIS ntel-PhishinaWCURLs-Profilc I RS
File Blocking | NOne
default
Data Filtering ]
SNXIntel-PhishingW CURLS-Profile
WildFire Analysis B
New I URL Filtering

CED

Once you are done creating all the policies and objects, click on the Commit button to deploy all the changes on the firewall as shown in
Figure (Please note that it is recommended to commit after making any substantial change in your firewall configurations. To maintain
the continuity of this document, we committed the configurations in the end only).
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A dialog bar showing the progress and Status of your commit will appear on the screen. Once the configurations are successfully commit-
ted, the dialog box will look something like this (Ignore all the warnings at the moment).

Commit Status

Operation Commit
Status Ccompleted
Result Successful
Details Configuration committed successfully

Warnings External Dynamic List SlashNextintel-PhishinglPs-EDL is cenfigured with no
certificate profile. Please select a certificate profile for performing server
certificate validation.

External Dynamic List SlashNextintel-PhishingFQDNs-EDL is configured with
no certificate profile. Please select a cerificate profile for performing server
certificate validation.

External Dynamic List SlashNextintel-PhishingURLs-EDL is configured with
no certificate profile. Please select a cerificate profile for performing server
certificate validation.

External Dynamic List SlashNextintel-PhishingWildcardURLs-EDL is
configured with no certificate profile. Please select a certificate profile for
performing server certificate validation.

Warning: No Valid Threat License

vsysl

Warning: Rule "SlashNextintel-PhishingURLs-Policy": No valid URL filtering
license,

Warning: Rule *SlashNextintel-PhishingwildcardURLs-Policy’: No valid URL
filtering license,

Security Policy:

- Rule 'SlashNextintel-PhishingFQDNs-Policy’ shadows rule 'SlashNextintel-
PhishingURLs-Policy’

- Rule 'SlashNextintel-PhishingFQDNs-Policy” shadows rule 'SlashNextintel- -

4 | RESULTS

Once the policies are deployed, you can see the EDLs getting updated as they fetch data from SlashNext Threat Intelligence Platform
feeds. These List entries will keep on updating as new items are fetches.

Go to Objects — External Dynamic Lists and click on one of the EDLs. Then go to List Entries And Exceptions tab to see the List Entries
as shown in Figure 10, 11, and 12.

nal Dynamic

Name | SlashNextintel-PhishingIPs-EDL |

Create List | List Entries And Exceptions

List Entries Manual Exceptions

List Entries List Entries

[F] 178.62.243.240/32

[F] 104.248.191.14/32

[F] 159.65.11.18/32

[F] 138.197.150.225/32

[F] 18.209.247.231/32
[F] 68.183.190.222/32

[F] 178.128.192.20/32

[F] 139.59.216.126/32

[ 37482122132

[

] 157.230.64.150/32 - 0 Ad O

Figure 10: List Entries of IPs EDL
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Name | SlashNextintel-PhishingFQDNs-EDI

Create List ~  List Entries And Exceptions

List Entries Manual Exceptions

3689 items

List Entries

[F] jubileedaynight.info

[F]| 1abnuitrf.com

[F] m.facebook.com-more-0466209175.mr.com.s

[F]| www.babynounou.fr

[F] cancel-googl3receip.myvnc.com
[F] onlinebankings-bdo.servehttp.com

[F] secure.un-avail-able.ga

[ adrianatorresgastronomia.com.br

[F] itravel pe

[F] midsupportgreatfileclicks.top -

Figure 11: List Entries of Domains EDL

Name | SlashNextintel-PhishingFQDNs-EDI

Create List ~  List Entries And Exceptions

List Entries Manual Exceptions

3689 items

List Entries

[F] jubileedaynight.info

[F]| 1abnuitrf.com

[F] m.facebook.com-more-0466209175.mr.com.s

[F]| www.babynounou.fr

[F] cancel-googl3receip.myvnc.com
[F] onlinebankings-bdo.servehttp.com

[F] secure.un-avail-able.ga

[ adrianatorresgastronomia.com.br

[F] itravel pe

[F] midsupportgreatfileclicks.top -

Figure 12: List Entries for Wildcard URLs EDL
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5 | TROUBLESHOOTING

You might face an error while committing your changes to the firewall as shows in Figure 13.

Commit Status

Operation Commit
Status Completed
Result Failed

Details Warning: No Valid Threat License
vsysl
Warning: Rule "SlashNext-URLs-Palicy”: No valid URL filtering license,
Warning: Rule "SlashNext-WildcardURLs-Policy: No valid URL filtering license,
Security Policy:
- Rule 'SlashMext-FQDNs-Policy' shadows rule 'SlashNext-IPs-Policy’
- Rule 'SlashMext-FQDNs-Policy' shadows rule 'SlashMNext-URLs-Policy
- Rule 'SlashNext-FQDNs-Policy' shadows rule 'SlashNext-WildcardURLs-Policy

Warnings EDL(vsys1/SlashNext-WildcardURLs-EDL url) Exceeded maximum number of
urls at line 11878

Figure 13: Frequently occurring Commit Error

This can be circumvented by rebooting the firewall device (Please note that all your changes which are not yet committed will be gone. To
save and load a snapshot of the firewall, refer to Save and Export Firewall configurations). To reboot the firewall, Go to
Device — Setup — Reboot Device as shown in Figure 14.
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Figure 14: Steps to restart PAN Firewall
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