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1 | INTRODUCTION

This document provides a detailed tutorial on integrating SlashNext's threat intelligence feed into PaloAlto Network's MineMeld by
creating custom miner, aggregator, and output prototypes and nodes.

O Warning
It is important to note that these prototypes cannot be edited after their creation so if something goes wrong with the

settings the corresponding prototype shall be deleted and re-created.

The integration consists the following 6 steps:

. Create custom SlashNext miner prototypes suitable for JSON API endpoint

. Create custom SlashNext miner nodes using the new SlashNext miner prototypes

. Create a custom SlashNext processor prototype

. Create a custom SlashNext processor node based on the new SlashNext processor prototype

. Create a custom SlashNext output prototype using the new SlashNext output prototype

N U A WN

. Create a custom SlashNext output node based on the new SlashNext output prototype

2 | MINEMELD CONFIGURATION

2.1 |CREATING NEW SLASHNEXT MINER PROTOTYPES

The first step is to create custom miner prototypes which will later be used to create SlashNext custom miner nodes. These prototype
define the external feed location and other parameters for the firewall to read it as an external dynamic list (EDL).
After logging into MineMeld, click the CONFIG menu-bar option to see the currently configured items.

MINEMELD

Next, in the lower right-hand portion of the web-page, click on the hamburger icon to browse prototypes.

browse prototypes

Search for a prototype miner whose type matches your thread feed source. In this case the miner needs to work with a thread feed
having response of JSON type so search for "json". In this document, the aws.Amazon prototype is used to create a custom SlashNext
miner prototype.

SLASHNEXT THREAT INTELLIGENCE INTEGRATION GUIDE MINEMELD | USER GUIDE 1.0.0 2



SLASHNEXT.COM

Search for a prototype miner whose type matches your thread feed source. In this case the miner needs to work with a thread feed
having response of JSON type so search for "json". In this document, the aws.Amazon prototype is used to create a custom SlashNext
miner prototype.

Show so = entries search: | jsor|
NAME TYPE INDICATORS DESCRIPTION
I3 aws.AMAZON [ ines | = awes Amazon Web Services (AWS) publishes its current IP address ranges In |SON format.
: 2 aws.AMAZON all AMAZON ranges
0 aves. CLOUDFRONT [ e R vs awrs Amazon Web Services (AWS) publishes its current [P address ranges In JSOM format

aws.CLOUDFRONT CLOUDFRONT ranges

Cantisencetingh | SnareLeveiGreen

L om @ e Ay Pl Sevices AN DRSS 5 CLRTent 1P B rrges 150N format

aws.EC2 EC2 ranges

cantisenceigh | snhareLeveiGreen

) sws.ROUTES3 o @3 aws Amazon Web Services (AWS) publishes fts current [P address ranges in JSON format
" aws.ROUTES3 ROUTESS ranges
Emm T
[0 o5 ROUTES3_HEALTHCHECKS om @3 aws AmZon Web Services (AWS] publishes ts current IP address ranges n JSON format

aws.ROUTES3_HEALTHCHECKS ROUTES3_HEALTHCHECKS ranges

Click on the aws.Amazon prototype to see the details. Then click on New to create a new prototype based on this specific miner.

aws. AMAZON Boone | BNew
[ winer | srasie
ABOUT aws

Amazon Web Services (AWS) publishes its current IP address ranges in JSON format
For more details: http://docs.aws.amazon.com/generalfiatest/gr/aws-ip-ranges.html

ABOUT aws.AMAZON
all AMAZON ranges
AUTHOR

MineMeld Core Team
CLASS

minemeld ft json.Simple)SON
INDICATOR TYPES

=
TAGS
CONFIG

CONFIG areas as shown below. The url field in the CONFIG is set to

https:/intel.slashnext.cloud/api/intel/domains?authkey=XXXXXXXXXXXXXXX XXX XXX XXXXXXXXX XX &format=json

which points to the SlashNext thread feed APl of JSON type response.

NEW LOCAL PROTOTYPE

NAME ‘ SlashNextintel-PhishingFQDNs_docProto
NODE TYPE miner -
DEVEL STATUS STABLE x -
DESCRIPTION Provides SlashNext phishing EQDNSs Intel. For further information, please reach us at

support@slashnext.com

CLASS minemeld.ft.json.Simple/SON
INDICATOR TYPES domaln
TAGS cConfidenceHigh ShareLevelGreen
= age_out:

CONFIG defaults null
3 interval: 1800
4 sudden_death: true
- attributes:
confidence: 109
share_level: green
type: domain
filelds:
- attack_category
- threat_type
- threat_name
- threat_actor
- first_seen
- last_senn
indicator: donain
7 source_name: slashnextintel.phishingfgdns
url: https://intel.slashnext.cloud/api/intel/
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Click OK to save the new prototype. Similarly, repeat the above mentioned steps to create two other prototypes for SlashNext Phishing
IPs and Wildcard URLs respectively.

The CONFIG settings of each prototype and their respective endpoint URLs are given below in the same order.

NEW LOCAL PROTOTYPE

NAME SlashNextintel-PhishingIPs_docProto
NODE TYPE miner h
DEVEL STATUS STABLE x -
DESCRIPTION Provides SlashNext phishing IPs Intel. For further information, please reach us at

support@slashnext.com

CLASS minemeld.ft.json.SimpleJSON
INDICATOR TYPES 1Pv4 |
TAGS ConfidenceHigh ShareLevelGreen
I = age_out:
CONFIG default: null

interval: 1800

4 sudden_death: true
S+ attributes:

confidence: 108

share_level: green

type: IPv4
fields:
- attack_category
- threat_type
- threat_name
- threat_actor
- first_seen
- last_senn
indicator: hostip
source_name: slashnextintel.phishingips
url: https://intel.slashnext.cloud/api/intel/ips?authkey=X)0000000XXXIONO0000OXKNINNK

rrERES oo e

https:/intel.slashnext.cloud/api/intel/ips?authkey =xXxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXx&format=json_

NEW LOCAL PROTOTYPE

NAME SlashNextintel-PhishingWildcardURLs_docProto
NODE TYPE miner -
DEVEL STATUS STABLE x -
DESCRIPTION Provides SlashNext phishing Wildcard URLs Intel. For further information, please

reach us at support@slashnext.com

CLASS minemeld.ft.json.SimpleJSON

INDICATOR TYPES URL

TAGS ConfidenceHigh ShareLevelGreen
1 = age_out:
CONFIG 2 default: null

interval: 1860
4 sudden_death: true
s+ attributes:
confidence: 100
7 share_level: green
type: URL
fields:
10 - attack_category
I - threat_type
- threat_name
- threat_actor
14 - first_seen
- last_senn
indicator: url
source_name: slashnextintel.phishingwidlcardurls
Iurl: https://intel.slashnext.cloud/api/intel/wildcardurls?authkey=XXXXXXXXXXNOCOXKIXNXN
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[ https:/intel.slashnext.cloud/api/intel/wildcardurls?authkey=xxxxxXXXXXXXXXXXXXXXXXXXXXXXXXXX&format=json_

2.2 |CREATING NEW SLASHNEXT MINER NODES

The next step is to create new SlashNext miner nodes using the newly created SlashNext miner prototypes. Click on CONFIG button again.

MINEMELD 4 T iF LGS RADMIN  BSYSTEM G

Next, click on the eye icon in the lower right in order to change to expert mode. Once in expert mode, a plus icon will appear allowing you
to add a MineMeld node.

(= + |

Click on the plus button, provide the new node with a name. From the PROTOTYPE drop-down, select the prototype previously created in
section 2.1 as shown below

ADD NODE

NAME SlashNextintel-PhishingFQDNs_docNode

PROTOTYPE minemeldlocal.SlashNextintel-PhishingFQDNs_docProto -

INPUTS Select input nodes...

Click on OK to save the miner node and repeat the same steps to create three other miner nodes based upon rest of the miner prototypes
that we created in the previous section.

2.3 |CREATING NEW SLASHNEXT AGGREGATOR PROTOTYPE

Next, a new Aggregator node (also known as a processor node) is to be created. This node will aggregate one or more miner feeds, perform
de-duplication, and prepare the data to be used by an output node.

Again go to the CONFIG section and browse all the available prototypes by clicking the hamburger icon button.

browse prototypes
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Search for "processor" to see all the available processor prototypes. In this example, the stdlib.aggregatorDomain prototype is used to
build the SlashNext processor prototype.

Select the stdlib.aggregatorDomain prototype and then click on NEW in the upper right-hand portion of the page to create a new
aggregator node based on the one you just selected.

Modify the NAME to reflect the SlashNext aggregator prototype, edit the DESCRIPTION field and modify the CONFIG areas as shown
below.

NEW LOCAL PROTOTYPE
NAME SlashNextintel_docpProto
NODE TYPE processor -
DEVEL STATUS STABLE x -
DESCRIPTION SlashNext processor for IP, domain and URL indicators. For further information,

please reach us at support@slashnext.com

CLASS minemeld.ft.op.AggregateFT

INDICATOR TYPES domain URL IPv4

TAGS Add tags...

infilters:
CONFIG * - actions:
- accept
conditions:
- __method == 'withdraw'
name: accept withdraws
> - actions:
- accept
conditions:
- type == 'domain’
name: accept domain
* - actions:
- accept
conditions:
- type == 'URL'
name: accept URL
* - actions:
- accept
conditions:
- type == 'IPvd4’
name: accept IPvd|
* - actions:
- drop
name: drop all
whitelist_prefixes:
- Wl

2.4 |CREATING NEW SLASHNEXT AGGREGATOR NODE

Go back to CONFIG menu, enter expert mode as shown before, and click on the plus button to add a new aggregator node.
Give the new SlashNext aggregator node a name, and from the PROTOTYPE drop-down, select the prototype just created.

For the INPUTS field, select all four custom minor nodes previously created in section 2.2 as shown below.

NAME SlashNextIntel_docpNode
PROTOTYPE minemeldlocal.SlashNextintel_docpProto -
INPUTS SlashNextintel-PhishingFQDNs_docNode SlashMextintel-Phishing|Ps_docNode

SlashNextintel-PhishingwildcardURLs_docNode
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2.5 |CREATING A NEW SLASHNEXT OUTPUT PROTOTYPE

The final node to be created is the SlashNext Output node. This node will use the aggregated list data from the SlashNext aggregator node
and publish it to MineMeld's internal web server so that the firewall can read the final list and use it in a policy. From the CONFIG menu,
select the icon to browse the prototypes. In the search field, look for "output". In this example, the stdlib.feedGreenWithValue is used to
build the SlashNext Output prototype.

Select the prototype and click New to create a new SlashNext output prototype based on stdlib.feedGreenWithValue
Modify the NAME to reflect the SlashNext output prototype, edit the DESCRIPTION field and modify the CONFIG areas as shown below.

NEW LOCAL PROTOTYPE

NAME SlashNextIntel_docoProto
NODE TYPE output -
DEVEL STATUS STABLE x -
DESCRIPTION SlashNext EDL for indicators with share level green, with value. For further

information, please reach us at support@slashnext.com

CLASS minemeld.ft.redis.RedisSet
INDICATOR TYPES URL domain 1Pv4

TAGS ShareLevelGreen

infilters:
CONFIG - - actions:
- accept
conditions:
- __method == 'withdraw'
name: accept withdraws
= - actions:
- accept
conditions:
- share_level == 'green’
1 name: accept share level green
12= - actions:

name: drop all
store_value: true

Finally click on OK to save the prototype.

2.6 |CREATING A NEW SLASHNEXT OUTPUT NODE

Go back to CONFIG, enter expert mode, and click on the plus button to create a new SlashNext output node based on the prototype just
created. Give it a name, then select the SlashNext output prototype in the dropdown.

For the input, select the SlashNext aggregator/processor node previously created in Step 2.4 Click OK to save the new SlashNext output
node.

NAME SlashNextIntel_docoNode
PROTOTYPE minemeldlocal.SlashNextIntel_docoProto -
INPUTS SlashNextintel_docpNode

Return to the CONFIG -> Prototypes, enter "doc" in the search field which will then display all of the newly create SlashNext nodes:
miners, aggregator/processor and output.
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3 |FINALIZING NODE CONFIGURATIONS

After configuring all the nodes, click on the COMMIT button in the upper left-hand corner to save the node configurations and put them to
work. To see if the nodes list has been created go to the Nodes menu. Click the SlashNext Output node you created.

2 NAME  TYPE STATE  INDICATORS  ADD/REM/AQ UPDATES WITHDRAWS

SlashNextintel-PhishingFQDNs_docNode  anie | 26749 ADDED: 0 RX: O RX: 0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™o ™o

StashNextintel-PhishingIPs_dochode o3 546 ADDED: D R0 Re0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™0 o

StashNextintel-PhishingURLS_dachade [luniez 77 ADDEDi O R0 R0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™o ™®0

SlashNextintel_docoNade 127769 ADDED: 27327 RX: 27329 R0
REMOVED: 0 PROCESSED: 27329 PROCESSED: 0

™o e

SlashNextinte!_docpNode PROCESSOR STARTED 127rn ADDED: 0 Rx: 27329 REO
REMOVED: 0 PROCESSED: 27329 PROCESSED: 0

™ 27229 ™0

The # INDICATORS field shown in Figure 18 will begin to increment confirming proper operation.

SlashNextintel_docoNode =1ocs
o  STATUS
™ CLAsS minemeld.ft.redis Redisset ouTPUT DISABLED
. T rinemeldiocal StashNextintel_docoProto NPUTS  SlashextinteL docpode
srate s

FEED BASE URL hittps:#/172.16.0.55/feeds/SlashNextintel_docoNode

TAGS

#INDICATORS 127769

The # INDICATORS field shown in Figure 18 will begin to increment confirming proper operation.
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